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Who?

▶ Arch Linux Package Maintainer (2017)/ Developer (2019)
▶ Main signing key since 2021
▶ Maintaining keyringctl1

1https://gitlab.archlinux.org/archlinux/keyringctl

https://gitlab.archlinux.org/archlinux/keyringctl


Web of Trust (WoT)

▶ Web of Trust for packager keys
▶ Packager keys are signed by main signing keys
▶ Packagers can only push packages, if their keys have at least three signatures



Main signing keys



Key cloud



Signature example



Web of Trust on each target host

▶ WoT using a system-wide gnupg keyring
▶ Locally unique system key lsigns main signing keys
▶ Importing of updated/new keys as alpm-hook2

▶ Hopefully soon also flat-file support3 as using WoT on the target is flaky

2https://man.archlinux.org/man/core/pacman/alpm-hooks.5.en
3https://gitlab.archlinux.org/archlinux/keyringctl/-/issues/3

https://man.archlinux.org/man/core/pacman/alpm-hooks.5.en
https://gitlab.archlinux.org/archlinux/keyringctl/-/issues/3


Maintaining a curated keyring

▶ Used to be a bash script pulling from SKS4

▶ SKS is dead and keyservers are weird (WKD is also weird)
▶ Keyringctl to the rescue!

4https://github.com/SKS-Keyserver/sks-keyserver

https://github.com/SKS-Keyserver/sks-keyserver


Keyringctl

▶ Using sequoia-sq5

▶ Decomposed directory structure
▶ Operating on OpenPGP packet level
▶ Keys and signatures are added and updated by adding them to a git repository
▶ Export to WKD6

5https://sequoia-pgp.org/
6https://wiki.gnupg.org/WKD

https://sequoia-pgp.org/
https://wiki.gnupg.org/WKD


Archlinux-keyring packager key example



Keyringctl inspect



Keyringctl list



Keyringctl list revoked



Keyringctl list marginal
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